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§ In 2015, SDS received the first Common Criteria certification for Android by the National Information Assurance 
Partnership, under National Security Agency  in United States.

§ In 2017, SDS also CC certified as the first EMM for both Android and for iOS.
§ In 2020, SDS received its 3rd CC certification(MDMPP v4.0), following its Impact Analysis Report approval in 2018.
§ Samsung SDS EMM meets the global security standards of organizations, such as the US Department of Defense

Enhance security
Secure corporate and employee-owned devices, and control access from a single console. Our EMM solution 
boasts the highest security standards,  with validations from NIAP/CC, and the NSA CSFC program.

Device Management
Use EMMʼs Over the Air device and provisioning to specify security policies by department, individual and location.

Application Management
EMM efficiently supplies and distributes business mobile applications, controls access and authority, and monitors 
usage.

Data Management
Control access, protect data and provide a virtual space for business application data

Unified Management
Administer security policies aligned with organization structure and easily distribute enterprise mobile applications

Ensure safe data communications
The Secure Push Channel for server-to-device communications skips cumbersome VPN systems by using TLS-
secured data channels, providing quick data transfers and industry-leading delivery success

Samsung SDS Enterprise Mobility Management (EMM)



RUNTIME PROTECTION  & 
ENCRYPTION
Periodic Kernel Measurement &  
Real-time Kernel Protection work to
constantly inspect the core software of  
the OS, the kernel.
These checks ensure that requests to
bypass device security are blocked and  
sensitive data is protected.

COMMON CRITERIA
PROTECTION PROFILE 
FOR  MOBILE DEVICE
FU NDAME NTAL S & PP-
MODUL E FOR V IRTUAL
PRIVATE NETWORK (VPN)  
CLIENTS

SECURE / TRUSTED BOOT 
AND  HARDWARE ROOT 
OFTRUST
To prevent security measures 
from  being bypassed or
compromised, Knox uses Boot-
time  Protections backed by  
Hardware Root  of Trust to verify 
integrity of the device  during the 
boot process.

FIPS 140-2
SAMSUNG CRYPTOGRAPHIC  
MODULE S

§ This military grade mobile security platform safeguards 
more than 1 billion  Samsung consumer and business 
devices.

§ Offering multi-layered security,itdefends your most 
sensitive information  from malware and malicious threat

Samsung phones, tablets, and wearables are designed with Knox platform built into their architecture
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